Differentially Private In-Context Learning

Ashwinee Panda’
Princeton University

ashwinee@princeton.edu

Jiachen T. Wang™
Princeton University

tianhaowang@princeton.edu

Abstract

An important question in deploying large lan-
guage models (LLMs) is how to augment
LLMs with private data. We propose Differ-
entially Private In-context Learning (DP-ICL)
to enable LLMs to adapt to new tasks while
maintaining privacy guarantees. DP-ICL per-
forms private inference by establishing a noisy
consensus over an ensemble of exemplars using
the Report-Noisy-Max mechanism. We evalu-
ate DP-ICL on four benchmarks and find that it
achieves comparable performance (< 2% degra-
dation) with non-private ICL.

1 Introduction

Large language models (LLMs) (Brown et al.,
2020; Zhang et al., 2022a) pretrained on large
amounts of publicly available data have achieved
widespread commercial success, partly in closed-
source applications (OpenAl, 2023a; Ganguli et al.,
2023). However, LLMs have been shown to mem-
orize their training data (Carlini et al., 2019, 2021;
Biderman et al., 2023). Organizations have become
wary of using LLLMs with private data, even going
so far as to ban the use of LLMs outright in contexts
where sensitive data leakage is a liability (McCal-
lum, 2023; Bloomberg, 2023). Today the question
of how to augment LLMs with private data remains
an important research problem (Liu, 2022).
Contributions. In this paper, we propose Dif-
ferentially Private In-Context Learning (DP-ICL),
the first framework that can be used to augment
state-of-the-art LLM APIs with private data using
differential privacy. Our method harnesses an emer-
gent ability of LLMs: In-Context Learning (ICL),
the capability to rapidly adapt to new tasks using
only a few exemplars without updating model pa-
rameters (Brown et al., 2020; Min et al., 2022).
We detail our method in Fig. 1 and Section 4. A
key insight into the design of DP-ICL is that we
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output the noisy consensus of an ensemble of exem-
plars, using differential privacy to provide a prov-
able guarantee that the query answers do not leak
too much information about the private data.

Although a number of methods have been pro-
posed for augmenting LLMs with private data, they
are incompatible with the latest generation of API-
only LLMs (GPT-4, Claude, Bard) because they
require the model to be open-source (Li et al., 2022;
Yu et al., 2022; Bu et al., 2022; He et al., 2023).
DP-ICL is the first method that can augment API-
only LLLMs with private data because it requires
only black-box access to a cloud-hosted LLM.

We evaluate DP-ICL on SST-2, Amazon, AG-
News, and TREC and report that it achieves per-
formance comparable to non-private ICL and sur-
passes SOTA DP LLM methods. In particular, for a
privacy budget of ¢ = 3, DP-ICL obtains a 1.20%
improvement (i.e., over 20% relative error rate
reduction) over the best results from prior work on
SST-2.

Overall, our research offers a promising ap-
proach for utilizing advanced black-box LLMs to
adapt to new tasks while upholding strong privacy
guarantees. We envision that our DP-ICL frame-
work will serve as a starting point for further ex-
ploration into the private use of data in the era of
foundation models (Bommasani et al., 2021).

2 Threat Model

We present a threat model for private prediction
using in-context learning (ICL), illustrated in Fig.1.
In this scenario, an organization possesses private
data stored in a database and hosts large language
models (LLMs) via an API endpoint, allowing
users to query the LLLM for answers based on the
private data. ICL has gained traction for various
applications (Liu, 2022) as it provides an efficient
alternative to fine-tuning for both open-source and
API-only models, such as GPT-4, enabling them to
address external questions on sensitive data.
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Figure 1: A summary of our framework: We partition the subsampled sensitive database into separate subsets,
each comprising a collection of exemplars. When a user requests information (e.g., asking questions) from a
large language model (e.g., GPT), the query is augmented with all exemplars formatted accordingly. The model
then processes each exemplar-query pair and generates corresponding outputs. These outputs are aggregated by a

differentially private mechanism and returned to the user.

The organization aims to maximize the utility of
the API by delivering accurate responses to user
queries while protecting the privacy of sensitive
data. In this threat model, we assume that poten-
tially malicious users may attempt to extract sen-
sitive information from the LLM by exploiting its
knowledge of private data. Each user has a finite
number of queries, that can be unrestricted in con-
tent and can only observe the API’s output. We
assume that the users do not collude. Consequently,
an attacker can employ various attack vectors, in-
cluding but not limited to prompt leaking (Perez
and Ribeiro, 2022). Given the rapidly evolving
nature of LLM attacks, a priority for designing de-
fenses is to ensure they are future-proof. In other
words, an organization seeking a solution to imple-
ment alongside their private data-augmented LLM
should not have to worry about the defense being
easily overcome by an adaptive attacker.

We argue that the private querying system and
attacker described in our threat model capture the
essential security considerations for real-world de-
ployments. The programmatic separation between
analyst and query-answerer is implemented in the
federated DP deployments surveyed in Garrido
et al. (2022); Sarathy et al. (2023). In our sys-
tem, ICL serves as a tool for answering private
queries while maintaining data privacy. The at-
tacker’s abilities and limitations are also realistic:
API rate limits stem from hardware constraints, and
since organizations store user queries for security
purposes (OpenAl, 2023b), attackers cannot expect

unlimited attempts to extract private information.

3 Preliminaries

We present an overview of in-context learning and
differential privacy. We defer the full details of DP
to Appendix A.

In-Context Learning. To answer a query
@ with ICL, we concatenate a sequence of
k exemplars (i.e., query-answer pairs) S :=
((le Al)v (Q% A2)a T (Qka Ak)) to ( using an
appropriate format. We then employ the large lan-
guage model to infer the next token (class) via
argmax 4 LLM(A|S + @), where + denotes con-
catenation. Intuitively, exemplars assist the lan-
guage model in identifying the relevant mapping
between (@), A), which substantially enhances per-
formance compared to directly querying test data,
also known as zero-shot learning.

Differential Privacy. We use D, D’ € U,cnAX™ to
denote two datasets with an unspecified size over
space X. We call two datasets D and D’ adjacent
(denoted as D ~ D’) if we can construct one by
replacing one datapoint from the other. Note that
the notion of DP under replacement is stronger
than DP under addition/removal, because replacing
a datapoint is equivalent to removing a datapoint
and adding another (Dwork et al., 2014).

Definition 1 (Differential Privacy (Dwork et al.,
2006b)). For e,6 > 0, a randomized algorithm
M : MultiSets(X) — Y is (e, d)-differentially
private if for every pair of adjacent datasets
D,D’ € MultiSets(X) and for every subset of



possible outputs B C ),
Pr[M(D) € E] < e° - Pr[./\/l(D') €El+46

where the randomness is over the coin flips of M.

Differential privacy requires that for all adjacent
datasets D, D', the output distribution M (D) and
M(D') are close, where the closeness is measured
by the parameters € and 9.

4 Differentially Private ICL

We introduce a novel framework for in-context
learning with private data. We collect answer votes
from a sampled population of exemplars via ICL,
and then apply the Report-Noisy-Max mechanism
to release a DP (noisy) estimate of the most likely
answer. Our method is detailed in Fig. 1 and Alg. 1.

Algorithm 1 Differentially Private In-Context
Learning

Require: Private data D, query (), model LLM,
noise o, number of subsets /V, subsampling ¢
Subsample ¢% of the data.

Partition Dy, Ds,..., Dy < D.

forie {1,...,N}do
Form exemplar-query pair DZQ = D, U{Q}.
Obtain model output 0;(Q) = LLM(DiQ).
Convert 0;(Q)) to a one-hot vector with a
length equal to the number of classes.

end for

Sum the one-hot vectors into a histogram H.

Add noise to N/ (07 02) to each entry of H.

Report the top-1 bin from H.

When a query arrives, we first subsample the
private, downstream exemplar dataset using Pois-
son sampling, i.e., independently sample each data
point with probability ¢. Random subsampling
is a common technique for reducing the computa-
tional cost in non-private ICL, and for DP-ICL this
step additionally amplifies our privacy guarantee.
We divide our subsampled exemplar dataset into n
disjoint demonstration exemplars and append the
query to each exemplar to form a set of exemplar-
query pairs. We prompt the model API with each
exemplar-query pair to obtain a collection of an-
swers (i.e., class predictions) for the query. We
transform each class prediction into a one-hot vec-
tor over the class labels, and we release the class
with the highest (noisy) vote in a differentially pri-
vate way through the Report-Noisy-Max with Gaus-
sian noise (RNM-Gaussian) (Dwork et al., 2014,

Zhu and Wang, 2022) mechanism that we now in-
troduce:

RNM-Gaussian Mechanism. For a query ()
and classes 1 to m, let 0;(Q) € [m] denote the
LLM prediction for j-th exemplar-query pair on @),
and ¢;(Q) denote the vote count for the i-th class,
ie., ¢i(Q) = [{j:0;(Q)=1}|. We define the
mechanism of Report-Noisy-Max with Gaussian
noise (RNM-Gaussian) as:

Mo (Q) = argmax {¢;(Q) + N (0,07) }

J€[m]

where N (O, 02) is the Gaussian distribution with
mean 0 and variance o2. The aggregator outputs the
class with the highest count after adding Gaussian
noise to each vote count.

Theorem 2. The mechanism RNM-Gaussian M,
is (¢,0)-DP with 0 = 24/log(1.25/9) /e.
Proof. See Appendix A 0

DP-ICL only requires black-box access to the
API and can be used with GPT-4 and other models
that are otherwise out of reach of DP because they
cannot be fine-tuned. Although our method outputs
individual predictions, we can also release the noisy
‘confidence score vector’ of the ensemble by the
postprocessing property of DP.

S Experiments

We present the experimental setup in Section 5.1,
discuss the main results of DP-ICL in Section 5.2,
and conduct ablation studies in Section 5.3. We
provide full experimental details in Appendix C.1.

5.1 Setup
Datasets. Following Zhang et al. (2022b), we

study text classification using four datasets: sen-
timent analysis using SST-2 (Socher et al., 2013)
and Amazon (Zhang et al., 2015), topic classifica-
tion using the 4-way AGNews (Zhang et al., 2015)
datasets, and 6-way question classification using
TREC (Voorhees and Tice, 2000). We treat the
training set as private and limit its size to 8,000 ex-
emplars. Further details are in Table 3. To conserve
computational resources, we randomly choose 100
test samples for inference across all tasks. We re-
port the average accuracy over 100 runs of noise
aggregation.

Model. We use the GPT-3 Babbage model for all
tasks as it has shown promising results of in-context
learning and is cost-effective for us, with a budget
of $30 per task. We note that all our results can be



massively improved by simply replacing the GPT-3
Babbage API call with more advanced LLMs such
as GPT-4, but we use GPT-3 because it has been
used by prior work (He et al., 2023).

Methods. We primarily focus on in-context
learning with 4 exemplars (4-shot) and 10,000
queries. We compare with a zero-shot prediction
that provides inherently (0,0)-DP guarantee and
non-private (¢ = oo) 4-shot prediction.

5.2 Main results

DP-ICL achieves a comparable performance
with non-private ICL across all tasks (Table 1).
We set the number of exemplar-query pairs to 10
after sub-sampling and selected ¢ = {1, 3,8} to
achieve different levels of privacy. Our findings in-
dicate that the impact of considering privacy on ac-
curacy is marginal. For instance, the performance
only drops by 0.13% for SST-2 with ¢ = 8. Even
for a conservative privacy budget of ¢ = 1, we
observe that DP-ICL significantly outperforms the
zero-shot prediction (e.g., > 3.77 % for SST-2).

Table 1: Results of DP-ICL for multiple privacy budgets

Dataset e¢=0(0-shot) e=1 e=3 e€=8 e=00
SST-2 91.00 95.06 95.80 9592 96.05
Amazon 91.00 93.83 94.18 9425 94.26
AGNews 46.00 73.16 7898 79.77 81.43
TREC 20.00 25.83 26.75 27.18 28.42

DP-ICL outperforms all previous DP-SGD
methods on SST-2 benchmark (Table 2). We
then compare our results (including 16-shot ICL)
with current state-of-the-art differentially private
stochastic gradient descent (DP-SGD) methods on
SST-2. The results illustrate a remarkable improve-
ment over earlier methods, with an enhancement
of 1.20% at ¢ = 3 and 1.02% at £ = 8. This trans-
lates to an over 20 % reduction in relative error rate,
thereby establishing a new SOTA in the field. !
Moreover, by presenting the results with € = oo,
we notice that our performance gains do not directly
correlate to the advanced large language model.

'A minor discrepancy exists between our training data
(sentence level) and the DP-SGD training data (phrase level)
on the SST-2 dataset. Our training data is 10 times smaller
than that of DP-SGD. However, the test data remains identical
for both.

Table 2: Results of DP-ICL and DP-SGD on SST-2.

Model Method e=3 e=8 £ =00
DP-SGD (Lietal., 2022)  93.04 93.81 96.20
RoBERTa-large DP-SGD (Yu et al., 2022) - 95.30" 96.40
(Liu et al., 2020) DP-SGD (Bu et al., 2023) 94.60 94.70 95.50

DP-SGD (He et al., 2023) 94.23 94.87 96.20

DP-ICL (4-shot) 9580145 9592143 96.051.32
DP-ICL (16-shot) 91.642.41 96.32108 96.13¢.52

* Result present in (Yu et al., 2022) is € = 6.7.
# We also incorporate the standard deviation of our results.

GPT-3 Babbage *

5.3 Ablation

We have also carried out ablation studies to exam-
ine the effects of varying the number of queries and
subsampling rate on the performance of both SST-
2 and AGNews with € = 3, as depicted in Figure
2. Our observations reveal that the performance
degradation resulting from an increase in the num-
ber of queries remains negligible up to 10,000, with
a modest decrease of approximately 2%. In terms
of the subsampling rate, our findings suggest that
employing a rate of 0.5 * 10~2 for the exemplars
yields satisfactory performance, which corresponds
to 10 samples after the subsampling process.
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Figure 2: Performance across numbers of the query
(left) and subsampling rate (right).

6 Limitations and Future Work

In this work, we introduced a novel differentially
private framework for in-context learning using
the Report-Noisy-Max mechanism. Compared
with prior work in private learning via DP fine-
tuning, DP-ICL offers an improved privacy-utility-
computation tradeoff with additional flexibility
in model compatibility and data editing. How-
ever, DP-ICL cannot answer an infinite number
of queries from an attacker: in this work, we con-
sider the threat model of non-colluding adversaries
who can each adaptively ask up to £k = 10,000
queries. If two adversaries collude together, then
the privacy loss will be equivalent to the case where
k = 20,000. Moreover, DP-ICL is limited to clas-
sification tasks and requires more computation than
non-private ICL as we analyze in Fig. 3. Future
work can extend DP-ICL to text generation tasks
and employ more advanced LLMs to allow for an
even stronger attacker and enhance utility.
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A Differential Privacy Details

We use D, D’ € U,enX™ to denote two datasets
with an unspecified size over space X. We call two
datasets D and D’ adjacent (denoted as D ~ D')
if we can construct one by replacing one data-
point from the other. Note that the notion of DP
under replacement is stronger than DP under ad-
dition/removal, because replacing a datapoint is
equivalent to removing a datapoint and adding an-
other (Dwork et al., 2014).

Definition 3 (Differential Privacy (Dwork et al.,
2006b)). For e,0 > 0, a randomized algorithm
M : MultiSets(X) — Y is (e, d)-differentially
private if for every pair of adjacent datasets
D,D’ € MultiSets(X) and for every subset of
possible outputs E C ),

Pr[M(D) € E] <e®-Pr[M(D') € E] +§

where the randomness is over the coin flips of M.

Thus, differential privacy requires that for all
adjacent datasets D, D’, the output distribution
M(D) and M(D') are close, where the closeness
is measured by the parameters € and §. In our case,
M is an in-context learning algorithm that outputs
an answer to a query by using exemplars. A critical
observation is that the DP guarantee is agnostic
to the attacker’s knowledge about DP algorithm
M (except for the randomness being used in the
execution). That is, our guarantee is future-proof:
a DP-ICL system deployed years from now will
provide the same guarantees even if attackers use
adaptive attacks that may be invented in the fu-
ture. The parameter € is a ‘privacy budget’: as €
increases, our method is able to give answers that
reveal more information about the exemplars. Note
that € is an exponential parameter: the attacker’s
increase in knowledge is bounded by e®, so a pri-
vacy guarantee of e is e® ~ 150x ‘stronger’ than
a privacy guarantee of e®.

Post-processing Property. Differential privacy
exhibits a robust post-processing property. Infor-
mally, this means that if a mechanism is differen-
tially private, then any post-processing applied to
the output of that mechanism is also differentially
private. This property is crucial for enabling flexi-
ble analysis of privately released data.

Composition of Differential Privacy. In prac-
tice, multiple differentially private mechanisms
may be applied to the same dataset. Crucially,
multiple DP mechanisms can be adaptively com-

posed in the sense that the output of one mech-
anism can be used as an input to another mech-
anism, denoted as M(D) = Mj o Ms(D) :=
(M1(D), M2(D, My(D))). Differential privacy
offers strong composition guarantees, that help
quantify the cumulative privacy loss resulting from
these combined mechanisms. These guarantees
are provided by various composition theorems or
privacy accounting techniques, including the basic
composition theorem (Dwork et al., 2006a), ad-
vanced composition theorem (Dwork et al., 2010),
and Moments Accountant (Abadi et al., 2016).
For example, the basic composition theorem states
that if M is (g1, d1)-DP and My is (3, d2)-DP,
then the adaptive composition of M7 and My is
(€1 + €2,01 + d2)-DP.

Consider two attackers: the first asks their allot-
ted k queries in one batch and then observes the an-
swers, and the second asks each query sequentially
and incorporates information gained from observ-
ing the answer to the current query into the next
query. The second attacker is certainly stronger,
and this increased strength is captured by adaptive
composition.

Tracking Privacy Loss under Multiple Queries.
To better keep track of the privacy cost, we use the
most recent advances in privacy cost accounting
based on the notion of the Privacy Loss Random
Variable (PRV) (Dwork and Rothblum, 2016). The
PRV accountant was introduced by Koskela et al.
(2020) and later refined in Koskela and Honkela
(2021); Gopi et al. (2021). For any DP algorithm,
one can easily compute its (¢, d) privacy guaran-
tee based on the distribution of its PRV. The key
property of PRVs is that, under (adaptive) com-
position, they simply add up; the PRV Y of the
composition M = My o My o --- o My is given
by Y = Zle Y;, where Y; is the PRV of M.
Therefore, one can then find the distribution of Y
by convolving the distributions of Y1, Y5, ..., Y.
Prior works (Koskela and Honkela, 2021; Gopi
et al., 2021) approximate the distribution of PRVs
by truncating and discretizing them, then using the
Fast Fourier Transform (FFT) to efficiently con-
volve the distributions.

We note that under composition we can extend
our threat model to consider an arbitrary number of
colluding users. We primarily consider the threat
model of non-colluding adversaries who can each
adaptively ask up to £ = 10,000 queries. If two
adversaries collude together, then the privacy loss



will be equivalent to the case where £ = 20,000
(Vadhan and Wang, 2021; Vadhan and Zhang, 2022;
Lyu, 2022).

Privacy Amplification by Subsampling. Privacy
amplification by subsampling is a technique used
to enhance privacy guarantees in differentially pri-
vate mechanisms by randomly selecting a subset
of the data before applying the privacy mechanism.
This subsampling process can lead to a reduction
in privacy costs, allowing for more accurate anal-
yses while preserving privacy. We can show that
the Poisson subsampled Gaussian mechanism with
sensitivity 1, noise scale o, and subsampling rate
q has the PRV Y = log(P(0)/Q(0)),0 ~ P,
where P = (1 — ¢)JN(0,02) 4+ gN(1,0?%) and
Q = N(0,0?),and P(-), Q(-) are the density func-
tions of P, ). With the PRV of the subsampled
Gaussian mechanism as well as the PRV accoun-
tant, we can now efficiently and tightly track the
privacy costs for DP-ICL.

Theorem 4. The mechanism RNM-Gaussian M.,
is (¢,0)-DP with 0 = 24/log(1.25/9) /<.

Proof. See A Note that M, can be broken down
into applying the argmax operator on a noisy his-
togram, which is generated by adding Gaussian
noise to each dimension of the original histogram.
The Gaussian mechanism is known to satisfy (e, d)-
DP with o0 = A4/21log(1.25/§) /e (Dwork et al.,
2014), where A := supp._p || f(D) — f(D)]]
represents the global sensitivity of the underlying
aggregation function f. In our case, f calculates
the original voting histogram. As each exemplar-
query prediction may alter two counts (increasing
one and decreasing the other), the sensitivity A is
/2. The overall privacy guarantee is then derived
from the post-processing property of differential
privacy. O

B DP-ICL Enables Private Prediction

Our work represents a major departure from prior
work on DP LLMs in that we consider private pre-
diction rather than private training. A line of recent
work (Li et al., 2022; Yu et al., 2022; Bu et al.,
2022; He et al., 2023) has proposed fine-tuning
pre-trained models on downstream tasks with dif-
ferentially private stochastic gradient descent (DP-
SGD) (Abadi et al., 2016). Despite ample research
into DP LLMs and the growing industry demand
for solutions to augment LLMs with proprietary
data (Kuchaiev et al., 2019; Nvidia, 2023), a num-
ber of key challenges remain for DP LLMs that we

seek to address by considering private prediction.

Private training degrades utility. The bulk of
evaluation done in prior work on DP LLMs is
done at unrealistic privacy budgets (¢ > 3, e.g.
e = 50 (Majmudar et al., 2022)) that are not in
line with industry standards (Dwork et al., 2019).
We consider £ € [1, 8] and provide competitive
results with non-private ICL even for the conser-
vative privacy budget of ¢ = 1. The compromise
on privacy budgeting is necessary in private train-
ing because the threat model for private training
is often overly strong and therefore sacrifices util-
ity. Specifically, private training operates under an
overly strong threat model that assumes all down-
stream users can collude and directly observe the
trained model. We instead follow the threat model
of Gaboardi et al. (2016) that makes more realistic
assumptions about adversaries’ information and re-
sources. Specifically, we assume that downstream
users cannot view the model, do not share their
results with each other, and do not collude in co-
ordinated attacks on individual training samples.
This allows each user to independently spend their
privacy budget, leading to improved utility without
compromising data privacy. We note that even con-
sidering the low probability of downstream users
colluding to deanonymize private exemplar data,
we still assume an attacker that can observe up to
k = 10,000 guery answers. Our method does not
compromise utility when evaluated with conser-
vative privacy budgets on challenging datasets.

Private training makes training harder. Fine-
tuning with DP-SGD requires adopting entirely
new hyperparameters and shifting existing hyperpa-
rameters to be radically different from non-private
training (Li et al., 2022). Performing this addi-
tional hyperparameter tuning can take hundreds of
trials. DP-SGD uses per-example gradient clipping
to bound the sensitivity of individual data points.
Materializing per-example gradients can increase
the memory consumption of training by an order
of magnitude (Bu et al., 2022) and slow down the
training. Although recent methods have been pro-
posed for efficient hyperparameter tuning (Panda
et al., 2022; Papernot and Steinke, 2022), efficient
per-example gradient clipping (Li et al., 2022), and
parameter-efficient fine-tuning (Yu et al., 2022),
we emphasize that DP-SGD introduces challenging
engineering and optimization problems that are a
topic of ongoing research. Our method requires
no hyperparameter tuning and is computation-



ally efficient.

Private training is incompatible with black-box
LLMs. Developers building on top of cloud-
hosted LLMs such as OpenAl, Anthropic, or AWS
Bedrock cannot implement the complex DP-SGD
algorithm (Sivasubramanian, 2023). Organizations
employing closed-source LLMs such as GPT-3+,
Claude, or Bard cannot even access the weights
for fine-tuning and may never be able to (Ope-
nAl, 2023a). Our method is compatible with
any LLM APIL.

Private training does not allow flexible data edit-
ing. Private training generates a single model that
is inextricably tied to each data point in its training
data. This is at odds with the right to be forgotten
mandated by GDPR (Politico, 2023), which would
require retraining the entire model to delete the in-
fluence of a private data point -an impracticality
if not an outright impossibility when considering
fine-tuning billion-parameter models. By contrast,
honoring the right to be forgotten with DP-ICL
is as straightforward as just removing the individ-
ual’s private data from the exemplar database. Our
method enables the right to be forgotten.

C Additional Experiments Details and
Analysis

C.1 Experiments Setup Details

Dataset. Following Zhang et al. (2022b), we con-
duct experiments in four datasets shown in Table
3.

Table 3: Information about the Dataset

Dataset Task #of classes # of exemplars avg. length

SST-2 Sentiment cls. 2 6,920 37.8
Amazon  Sentiment cls. 2 8,000 78.5
AGNews Topic cls. 4 8,000 19.3

TREC Question cls. 6 5,452 10.2

Template. We also present the template we used
to conduct in-context learning on Table 4.

Table 4: The prompts for our experiments.

Dataset Template Labels

SST-2 Review: {text} Sentiment: {label} Positive, Negative

Title: {title} Review: {review}

Amazon Sentiment {label}

Positive, Negative

World, Sports,

AGNews Article: {text} Answer: {label} Business, Technology
lassify th stions bas heth .
i nover type 54 Nomber, Locution, - Nmbe:Location,
TREC P ’ ’ Person, Description,

Person, Description, Entity, or Abbreviation.

Question: {text} Answer Type: {label} Entity, Abbreviation

C.2 Estimated Cost of DP-ICL

In this section, we evaluate the estimated cost asso-
ciated with querying the GPT-3 Babbage API for
various subsampling rates, as illustrated in Figure
3. Our analysis reveals a discernible trend of esca-
lating costs with increasing subsampling rates. No-
tably, when the subsampling rate is set to 0.5%1072,
the cost amounts to a mere $0.0945 for 100 predic-
tions on the SST benchmark.

100 —~S5T-2
Zs5 AGNews
90
80
60 (~ssT2 |
AGNews
50

1073 1072 107! 107 1072 107
Subsampling Rate Subsampling Rate

Estimated Cost ($)
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Figure 3: Left: Performance across the subsampling
rate. Right: Estimated API Cost of predicting 100 test
samples



